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Introduction

No
The results presented here stro
� putting focus on safety criticap g y

tool messages must address faults which
engineering practices

� the chosen application softwa
some fault types may not be present

� the selected subset of functio
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some fault types may not be present in th

� the observed number of defec
the number of defects acts as a weight w
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Characterization of To
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Analysis Approaches an
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Tools vs. Application and
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Application Characteriza

© Dr. Rainer Gerlich BSSE System and Software Engineering, 2017 DA

BSSE System and Software Engineeringation

ASIA'2017, Gothenburg, Sweden: Evaluation of Verification Results 7



Evaluation
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Evaluation Criteria
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Logic Flow: Tools and Un

Source Code

Tools Merge

Report 1

Report 2

Report 3

Report 4

Report 5

Mapping
Line-By-Line

Gr
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Analysis 
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Reported Defects (not TP
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Evolution of Evaluation R

� Previous Study ESVW / Tool Set
results strongly depend on
� application
¾ complexity

d f t fil¾ defect profile
¾ number of defects

� Tool
¾ defect types supported

� Current Study FSVW / Tool Set
� dependencies confirmed: quite diff
¾ many trivial reports

© Dr. Rainer Gerlich BSSE System and Software Engineering, 2017 DA

¾ many trivial reports
¾ many unstructured reports
¾ many duplicated reports
¾ different reports on same issue

� in addition
¾ impact by language (C ⇒ C++): may d
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fferent results0
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Comparison of Profiles Ap
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Defect Profiles vs. Critica
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Transition Rates Tool-TP
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Unit Testing v
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� Application 1
� already subject of unit testing 
� defects found were fixed
� analyses applied to final version

� Application 2

Unit Tests vs. Analyses

pp
� subject of verified-by-use, DCRTT alre
� 4 defects found during unit testing (NU
� analyses applied to same version
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eady applied to platform-independent part
ULL for fd, file not opened, w/o ctxt), not fixed
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True Positives vs. UT-Cov

TP distribution
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� TP distribution
� TP in covered line ~2x as 
� matter of complexity?

� To Do
� distribution per critical TP 
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TP in non-covered line

etc.



Merge of Analyses and U
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tool criterion / w/o  ctxt
state criterion / w/o  ctxt
tool criterion / with ctxt
state criterion / with ctxt

Appl. 2

www
PC-lint
DCRTT
yyy

Appl. 1 QA/C
PC-lint
DCRTT
yyy
FramaC
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Complementarity

� Unit testing and analyses are co
Surprised?Surprised?

� Unit testing
� demonstration of compliance w
� focus on functionality

A l ( i d i )
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� Analyses (static, dynamic)
� aiming to demonstrate presence
� considers large set of condition
� increased capability to detect de
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omplementary to a major degree

ith requirements
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e or absence of faults
s
efects, but still not perfect



Lessons Learned 
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About Reporting

� Number of reports
� some tools seem to maximize the numbe
¾ “the more, the better”
¾ however: too many reports (related to F

� “the minimum possible is the better choic� the minimum possible is the better choic
� “the more comprehensive, the better”

� Relevance
� False Positives are more likely for certain
� Classification into “for sure” and “may be

if /because True Positives need to be fi
“definite, must be“ 
“apparent, did not expect”
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apparent, did not expect  
“suspicious, possible, may be, possibly

� for “really” critical applications impossible

� Degree of detail
� provision of details may be required, but 
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er of reports

False Positives) limit visibility on True Positives
ce”ce  

n defect types than for others
e” True Positives not really helpful 
xed
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y, may not, could be”
e to neglect “may be” reports 

summary view is urgently needed, too



Issues on False Positives

� Principal origins of False Positiv
� developer, e.g.
¾ explicit/implicit casts: undefined resul
¾ unclear resource usage (memory, file

� tool� tool 
¾ e.g. unjustified report on name overlo

� platform
¾ language / compiler: missing constrai
¾ hardware architecture: limited represe

� Principal measures to minimize F
� developer
¾ avoid ambiguous constructs provokin
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¾ avoid ambiguous constructs provokin
� tool
¾ carefully choose tool(s)
¾ filter reports, automate processing

� platform
¾ provide range constraints, if supporte
¾ insert checks if adequate and wherev
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ves

t, overflow
s, semaphores, …)

oading

nts on range
entation of numbers, “no group operations”

False Positives

g reports
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Epilogue Plat
langua

lim

inherent

Developers generate hay
false positives

Developers generate needles
true positives

P
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Proc
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age, compiler, processor
mited representation
false positives

h

Tool generates hay
false positives

Tool finds needles
true positives
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Characterization of Verifica
� Unit Tests

� demonstration of compliance with requ
� limited subset of input domain sufficien
� verification goal is to pass tests
� currentyl requires major effort at limitedy q j

� Verified-by-Use
� demonstration that software does prop
� implies that software was sufficiently e
� possibly enhanced compared to UT du
� lean approach at limited predictability o

aspects
� Static and dynamic analysis
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� Static and dynamic analysis
� aiming to demonstrate presence or ab
� considers large set of conditions
� increased capability to detect defects, 
� may imply overhead if improperly appl
� capability to look beyond scenariosas
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ation Approaches

uirements, focus on functional aspects
nt, coverage-driven

d predictability on future defect ratesp y

perly work for a given scenario
exposed to set of relevant conditions
ue to extended set of conditions
on future defect rates , focus on functional 
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sence of faults

but still not perfect
ied
used for UT and verified-by-use



Considerations on Verificat

Unit Testing and
If 

you just want to know that you will get co
although these are only partially or fully u

then

Static and Dyn
If 

you want to know that the implementation
i.e. that you can(should)* expect always c

then 
unit testing or verified-by-use should be s
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y ( ) p y
then 

do apply a rigorous verification approach 
and support the actions required to achie

* tools are never perfect
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d Verified-By-Use

orrect results under current conditions, 
unknown, 

namic Analysis

n is correct, 
correct results under arbitrary conditions, 

sufficient.
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y ,

like static and dynamic analyses do support,
ve highest efficiency



� Trade-off on verification approach
� trade-off required on evaluation criterion
� What is required?
¾ Is verification-by-use sufficient? 

⇒ no tool required at all !

Optimization of Verificat

¾ More than verification-by-use required?
⇒ one tool or more required

� Consequences
� not sufficient just to apply a tool (do not c
� minimize verification effort in advance by
¾ choosing tool(s) with maximum covera
¾ considering reporting features / charac
¾ (pre )processing of tool output

y

¾ (pre-)processing of tool output
� sufficiently prepare for tool usage
¾ consider impact on development and p
¾ minimize False Positives in advance

� continuous use of a tool
¾ obtain early feedback
¾ continuously obtain feedback
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 before use of a tool 

tion

?

claim about high effort if not preparing for)
y

age of defect type profile
cteristics of tool(s)

programming style
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Quality of Reports

� Previous Study ESVW
� comparable contributions from all tools, 
� a few trivial reports, only

� bad point:    none
� good point: sensitivity precision uniqu

� Current Study FSVW
� heterogeneous contributions from tools,
� many trivial reports
� many reports regarding O-O features, b

� good point: sensitivity, precision, uniqu

� bad point:
iti it iti it i i i
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¾ sensitivity sensitivity, precision, unique
¾ as still significant effort required to ma

� good point:
¾ situation suggested principal classifica

criticality regarding standard defect typ
¾ mapping: critical,  less critical, trivial / 
¾ (heuristic) rules: high probability for tru
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moderate number of reports

ueness complementarity could be derived

☺

 explosion of number of reports, in part

but major part negligible

ueness, complementarity could be derived

l t it t b d i d

0
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eness, complementarity cannot be derived
ake data comparable

ation  of reports apart from existing one for 
pes
negligible
ue positive, high probability for false positive



Possible False Positives
Category Type
Platform

inherent

overflow int a,b,c;
long long lli; dou
limited representation o

Developer precision int32_t a; uint32_
loss of sign or MSB

provoked
inherent

provoked
inherent

g
many explicit and implic
some may not

resource leak FILE *fd;
release of resource not 
if open/close could be p
if not (possible)

inherent
endless loop

non-terminating loop int
out-of-bounds char a[UPLIM];for
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provoked
access exceeds valid m
unintended access of in

provoked

Invalid use of
minus ops

unsigned int a,b; 
loss of MSB, replaced b
conversion of a positive

Tool
induced

overloading struct TyMyStruct
void myFunc(int el
no name conflict !

BSSE System and Software Engineering

Example
c  = a + b; 

uble dbl; lli= dbl;
of numbers
_t b; b = a; a = b;

cit casts could be avoided

fd=fopen(„myFile“,“w“);
visible

put in the same function

while (1)
tended
(i=0;i<UPLIM;i++)strcmp(a+ii,“myStr“);
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memory by 4 bytes
nvalid memory, (possibly), no consequences !
int c; if (b!=0) a=-a; c=a;

by sign bit
e number into a negative, no consequences in this case!
{int elem}; struct TyMyStruct myData;

lem) { myData.elem=elem; return;}



The Team

Hans-Jürgen HerpeHans-Jürgen Herpe

Sabine Philipp-MaySabine Philipp-May

BSSE System and Software Engineering

Rainer GerlichRainer Gerlich

Hans Jürgen HerpeHans Jürgen Herpe

Jens GerlachJens Gerlach

Anton FischerAnton Fischer

Sergio MontenegroSergio Montenegro

© Dr. Rainer Gerlich BSSE System and Software Engineering, 2017 DA

The project was funded by DLR Spac
German Ministry of Economics and Energy

Thank you for y

Questi

BSSE System and Software Engineering

el Mladen Kerepel Mladen Kerep

y Christian R. Prausey Christian R. Prause

Ralf GerlichRalf Gerlich

el Mladen Kerepel Mladen Kerep

Jochen BurghardtJochen Burghardt

Mario PintoMario Pinto

Frank FledererFrank Flederer

ASIA'2017, Gothenburg, Sweden: Evaluation of Verification Results 31

ce Administration on behalf of the
y, BMWi under Contract No. 50 PS 1606

your attention!

ons?


