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Introduction

Note
The results presented here strongly depend on
m putting focus on safety critical issues

tool messages must address faults which result in a failure or in a violation of good
engineering practices

m the chosen application software and its fault profile

some fault types may not be present

m the selected subset of functions subject of evaluation

some fault types may not be present in this subset

m the observed number of defects per defect type

the number of defects acts as a weight when deriving figures over all defect types

4
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Characterization of Tools and Applications
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Analysis Approaches and Tools

Analysis Approaches

abstract interpretation

dataflow

symbolic execution

analysis based on dedicated checking and tracking

BSSE System and Software Engineering

static

dynamic auto-stimulation / automated testing

Analysis Approach  Appl.
XXX 1

1

Frama-C static abstract interpretation 2
yyy 1,2
DCRTT dynamic auto-stimulation 1,2
zzz symbolic execution, dataflow analysis 1
PC-lint Analysis bqsed on dedicated checking and 12
static value tracking
QA/C _ _ _
S} Symbolic execution, dataflow analysis
WWW 2
6 gcc compiler syntax, semantic, type checking
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Tools vs. Application and Study

Tool
Study
1 2 3 4 5 6
ESVW XXX yyy DCRTT zzz QA/C

FSVW  Frama-C  yyy  DCRTT PC-int  www -

1/C
2/ C++

Tool
1 2 3 4 ) 6
Frama-C yyy DCRTT zzz PC-lint QA/C gce

o oo o e
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Application Characterization
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Property Application 1 Application 2
C C++

Size / KLOC, total h+c 42 20
Functions, total 610 611
c-Files, total 49 355
with functions 39
without functions 49
h-files 96 104
Functions, manually evaluated 60 60
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Evaluation Process
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Evaluation Criteria

BSSE System and Software Engineering

Classification . : e Applied to
Criterion Applied Condition pp_ :
Category Application
tool Is the tool message formally correct? 1,2
validity _
state Can an undesired state be reached? 2
with context Input domain may be constrained by callers 1,2
context
without context Maximum input domain can be used 1,2
Doubts on tool criterion Doubts on state criterion
unsigned int exp,s; unsigned int exp,s;
while (1) { } unsigned int c; unsigned int c;
exp=..; a=..;
b =ar S s
if (s==0) if (s==0)
C=eXp; c=eXp;
else else
Cc=—eXp; c=—eXp;
return(int)c;//defect? 1f (c<3)// defect!
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Logic Flow: Tools and Unit Tests R —|
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Source CodeJ

Tools

Merge

Unit Tests

Report 1 Manbin VectorCast
Mapping — Detailed ; 1
e Report 2 Line-By-Line Cunit / gcov
14
Summary
T Report 3
Graphics
— Report 4 [T TR TR
I\ Report 5 sl I . . A L L
Statistics and Tables =
100 e
s I ® Framac ERT L IT T S0 TOT SUS =S iasmiess ees
—>% | W
o bl L. Lh Lo . L LI ~—  DCRTT
%8%292"8%59%85%5%8 22 mpClint
ES5ES 8752222353882 Z§
<% ESEFZESESEEELAEZE £3
E OUTRBSECEEETEES jd e
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Analysis Results
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Reported Defects (not TP) S

m Tool Reports Application 1

Frama-C yYyy DCRTT PC-lint QA/C
all, raw 10124
all 1913 948 1480 9245 4976
selected 107 165 187 43 232
ignored, all 39 0 5 3100 2870
ignored, selected 0 0 0 0 0
critical, all 1874 616 942 146 393
critical, selected 107 137 102 6 93
Frama-C yyy DCRTT PC-lint WWW
1 2 3
all, raw
all 2132 365 366 370 11999 798
selected 508 73 78 80 107 39
ignored, all 182 0 0 0 8614 510
ignored, selected 41 0 0 0 0 0
critical, all 1155 193 737 141
critical, selected 376 14 55 10
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I | |
Evolution of Evaluation Results B R

e Tool Combinations

Previous Study ESVW / Tool Set 4 079 FramaC yyy
2 0.40 FramacC yyy QAC
29 574 FramacC
results Strongly depend on a4 0.79 FramaC yyyDCRTT QAC
7 1.39 FramaC yyy DCRTT
. . 1 0.20 FramaC DCRTT AC
o appllcatlon 4 0.79 FramaC DCRTT =
' 1 | B B
» complexity e
> defect profile [T
> number of defects ] BT e

164 32.48 QAC

505 100.00 Total
<+ Tool 9 1.61 yyy DCRTT
362 64.76 yyy
> defect types supported S ) [
= o8 17.53 PC-lint

1 0.18 PC-lint WWW

Current Study FSVW / Tool Set 550 100.00 Total
+ dependencies confirmed: quite different results @ [ L
0] 0]

> many trivial reports
> many unstructured reports : ; 42:
> many duplicated reports 3 3
» different reports on same issue 3 =
<+ in addition . - -
» impact by language (C = C++): may drive flood of reports 3 0
4 0
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uncritical
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Application 1, All Tool Reports (cut-off 100)

critical

Comparison of Profiles Appl. 1 vs. Appl. 2

M Framac

myyy

W DCRTT

MW PC-lint

3
|

yo aBuEyD papualuun

anss|Ajanoag

syed wingad apdiyniy

SulpEo|ann JUBISISLOD]

o 3517 adagduwoou

rEEd o adueyd

Jnsay pasnun

= 2pod a|qeypealun

uopEladn AJess asauun
doo Adessazauupn

“rBunnp Inoal]

radh) Jalalele 4

SulpE O an BLUER

aEpdn josso

Uo|ss ald€g JUBLIEAL]

B uopipuon jueEAl|

"o aSueyD papuay
1o 3517 ajajdwoou)
suoEIRDag Burpijpuon
v LBupE o)) po uospedwog
= yo gajuiod o3 35D

MO L BAD DB

Cruoieladn oawyYy

o as[ papuaiuiun

a|qeLIEN PazIEMUILA

Ynsay padapun

HEBT aDINOsay
uolsinoay [2)qissod)
“rpleau| Buisseq
doo Bugeuiwlag-uap

TR BS[ 0UDE|N

Lojs|oald josso
JUBLWAIETS LINay pljEAU)|

lauiod uopoung preau)

10117 55800 a4

TN B0 oualajadag

TplEAL JD 2DUalajalag
lajuiod SuySueq
Tenng Kapul AR LYy

2, All Tool Reports (cut-off 50)

1on

Applic

W yyy
W DCRTT
W PC-lint

-

:

]
J0 aBuBRYD papuaILILn

anss|Ajanoag
syed wanjad ajdigniy
SuIpEO[IaAn JUBISISLUODL|
o jo 350 a3adwoou)
TEIE(] Jo aBueyn
WNsay pasnun
apoo a|gqeyDe aIun
uopEladn AJEss asauun
oo AJESs adauun
“rJurnp noal)]
add) Jajaeied
SUIpEO|Iano ALUEN
aEpdn josso
L0ISs aldxg JUBLIEAL)
Lo} pUoT JUELEALY|
" }0 adueyD papuaiyl
o jo 350 a3adwoou)
SUOREIE|D B SuDIUoD
CeBupE o)) po uospedwon
o dajuiod o3 3sED
MO BAD DALY
ruoedado awyy Y
U0 asn papuauiun
d[qeLEs pazieuin
Ynsay paudyapun
HEAT A2IN0SaY
uolsinoay (a)qissod)
“plEAU] BuissE 4
doo Bugeuwlag-uop
UM A5 OISR
Uois|aald jossa
AL AIEYS LINGay PIEAL
lauod uopouny plrEAUl
10413 55800 2|14
1A 0 aUalajadag
CPIEAU| JO a3Uala}ala0
lajuiod SuySueq

CepoanQ Kapul AR LIy

14

© Dr. Rainer Gerlich BSSE System and Software Engineering, 2017 DASIA'2017, Gothenburg, Sweden: Evaluation of Verification Results



Defect Profiles vs. Criticality S
deeper analysis required

I — - 4 - 1

Frama-C yyy DCRTT PC-lint QA/C

critical 1874 616 942 146 393
- wamning 0 332 533 631 1680
=1 fullset uncritical 0 0 0 1368 33
B ignored 39 0 5 3100 2870
S total 1913 948 1480 5245 4976
& critical 107 137 102 6 93
warning 0 28 85 37 127
Subset uncritical 0 0 0 0 12
ighored 0 0 0 0 0
total 107 165 187 43 232

Set Criticality -

Frama-C DCRTT PC-lint WWW

critical ] 1155 193 737 141
~ warning ] 795 172 2181 141
)| fullset uncritical ] 0 0 467 6
B ignored ] 182 0 8614 510
= total 2132 365 11999 798
= critical - 376 14 55 10
warning ] 133 59 49 27
Subset uncritcal [ 0 0 4 3
ignored ] 41 0 0 0
total ] 550 73 108 40
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Transition Rates Tool-TP — State-FP B R

Figures do heavily depend on evaluator‘s interpretation of state criterion !

Application 1 Frama-C, PC-lint only

Criterion Transition With With% Without Without%
Tool TP/ State TP 81 34.32 83 39.34
Tool FP / State TP (impossible) 0 0.00 0 0.00

most interesting transition

from developer's Tool TP/ State FP 7 2.97 7 3.32
point of view

Tool FP / State FP 148  62.71 121 57.35
Total 236 100.00 211 100.00
Application 2 yyy, DCRTT, PC-lint, www

Criterion Transition With With% Without Without%

Tool TP/ State TP 112 39.30 123 43.16

Tool FP / State TP (impossible) 0 000 0 0.00

Tool TP/ State FP 137 48.07 102 35.79

Tool FP/ State FP 36 12.63 60 21.05

Total 285 100.00 285 100.00
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Unit Testing vs. Analyses
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Unit Tests vs. Analyses S —

Application 1

< already subject of unit testing

<+ defects found were fixed

< analyses applied to final version

Application 2

<+ subject of verified-by-use, DCRTT already applied to platform-independent part
<+ 4 defects found during unit testing (NULL for fd, file not opened, w/o ctxt), not fixed

< analyses applied to same version 7
Overview on Number of Unit Tests and Functions
: Average Coverage
TestMode Application Functions Per:fom'\ed Tesiif
under Test Unit Tests Function stmt cond
1 368 954 2,59 94 .14 89,63
manuallly
2 60 164 2,73 85,03 60,41
1 610 1042420 1708,89 87,35 95,78
DCRTT
2 466 216348 464 .27 76,89 76,08
Application e Fles | Functions ____
total affected by test total affected by test
1 39 25 610 368
2 40 24 557 60
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True Positives vs. UT-Coverage

TPin non-
Description covered Total TP
lines I

%TP in
mon-
covered J

total TP

v oo o 0
tool Jwithout cixt 23 312 335
1 state/ with_ cbet 7 104 11
state / without cixt 7 105 112
tool fwith_ chet 35 233 289
tool /without cixt 33 215 243
‘ state/ with  chet 14 131 145
state / without cixt 15 145 180

6.87
6.31

6.25
13.38

13.31
9.66

9338

% TP in
covered f
total TP

BSSE System and Software Engineering

TP per non-

covered

m TP distribution

<+ matter of complexity?
m To Do
< distribution per critical TP etc.

% TP in covered line ~2x as TP in non-covered line

4
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Merge of Analyses and UT-Results
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Complementarity
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Unit testing and analyses are complementary to a major degree
Surprised?

Unit testing

« demonstration of compliance with requirements
« focus on functionality

Analyses (static, dynamic)
+ aiming to demonstrate presence or absence of faults

« considers large set of conditions
« increased capability to detect defects, but still not perfect 7
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Lessons Learned and Conclusions

© Dr. Rainer Gerlich BSSE System and Software Engineering, 2017 DASIA'2017, Gothenburg, Sweden: Evaluation of Verification Results 22



About Reporting
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m Number of reports

<+ some tools seem to maximize the number of reports
> “the more, the better’
» however: too many reports (related to False Positives) limit visibility on True Positives

<« “the minimum possible is the better choice”
<+ ‘“the more comprehensive, the better”

m Relevance

+ False Positives are more likely for certain defect types than for others

« Classification into “for sure” and “may be” True Positives not really helpful
if /because True Positives need to be fixed
“definite, must be*
“apparent, did not expect”
“suspicious, possible, may be, possibly, may not, could be”

« for “really” critical applications impossible to neglect “may be” reports

m Degree of detail
< provision of details may be required, but summary view is urgently needed, too
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Issues on False Positives
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m Principal origins of False Positives
<+ developer, e.qg.
» explicit/implicit casts: undefined result, overflow
» unclear resource usage (memory, files, semaphores, ...)
< tool
» e.g. unjustified report on name overloading
< platform
» language / compiler: missing constraints on range
» hardware architecture: limited representation of numbers, “no group operations” 7

m Principal measures to minimize False Positives

<+ developer

» avoid ambiguous constructs provoking reports
< tool

» carefully choose tool(s)

» filter reports, automate processing

< platform
» provide range constraints, if supported by a tool
> insert checks if adequate and wherever/whenever jusitified 7
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E pi I Og ue Platform generates hay

language, compiler, processor
limited representation

false positives

BSSE System and Software Engineering

inherent

Tool finds needles
Developers generate needles true positives

true positives

Developers generate hay

false positives Tool generates hay

false positives

Process removes hay
false positives
turn to
true negatives

© Dr. Rainer Gerlich BSSE System and Software Engineering, 2017 DASIA'2017, Gothenburg, Sweden: Evaluation of Verification Results



Characterization of Verification Approaches

m Unit Tests

» limited subset of input domain sufficient, coverage-driven

» verification goal is to pass tests

» currentyl requires major effort at limited predictability on future defect rates
m Verified-by-Use

» demonstration that software does properly work for a given scenario

» implies that software was sufficiently exposed to set of relevant conditions
» possibly enhanced compared to UT due to extended set of conditions

aspects

m Static and dynamic analysis

- aiming to demonstrate presence or absence of faults

» considers large set of conditions

* increased capability to detect defects, but still not perfect

» may imply overhead if improperly applied

» capability to look beyond scenariosas used for UT and verified-by-use

» demonstration of compliance with requirements, focus on functional aspects

» lean approach at limited predictability on future defect rates , focus on functional

y
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Considerations on Verification Approaches

Unit Testing and Verified-By-Use
If

you just want to know that you will get correct results under current conditions,

although these are only partially or fully unknown,
then

unit testing or verified-by-use should be sufficient. 7

Static and Dynamic Analysis
If
you want to know that the implementation is correct,

I.e. that you can(should)™ expect always correct results under arbitrary conditions,
then

do apply a rigorous verification approach like static and dynamic analyses do support,
and support the actions required to achieve highest efficiency 7

* tools are never perfect
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Optimization of Verification
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Trade-off on verification approach
+ trade-off required on evaluation criterion before use of a tool
<+ What is required?
» |s verification-by-use sufficient?
= no tool required at all !
» More than verification-by-use required?
= one tool or more required

Consequences
< not sufficient just to apply a tool (do not claim about high effort if not preparing for)
< minimize verification effort in advance by
» choosing tool(s) with maximum coverage of defect type profile
» considering reporting features / characteristics of tool(s)
» (pre-)processing of tool output
< sufficiently prepare for tool usage
» consider impact on development and programming style
» minimize False Positives in advance

X/

< continuous use of a tool
» obtain early feedback 7
> continuously obtain feedback
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Quality of Reports
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m Previous Study ESVW

comparable contributions from all tools, moderate number of reports @
a few trivial reports, only

bad point: none
good point: sensitivity, precision, uniqueness, complementarity could be derived

m Current Study FSVW

heterogeneous contributions from tools, explosion of number of reports, in part

many trivial reports

many reports regarding O-0O features, but major part negligible f B

4

bad point:
> Ssensitivity sensitivity, precision, uniqueness, complementarity cannot be derived
» as still significant effort required to make data comparable
good point:
» Situation suggested principal classification of reports apart from existing one for
criticality regarding standard defect types

> mapping: critical, less critical, trivial / negligible
> (heuristic) rules: high probability for true positive, high probability for false positiveV
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Possible False Positives B R

Category | _Type | Example

Platform overflow int a,b,c; c = a + b;
_ long long 11i; double dbl; 11li= dbl;
inherent limited representation of numbers
Developer precision int32 t a; uint32 t b; b = a; a = b;
loss of sign or MSB
provoked many explicit and implicit casts could be avoided
inherent some may not
resource leak FILE *fd; fd=fopen (,,myFile™, “w"“) ;
release of resource not visible
p.rovoked if open/close could be put in the same function
inherent if not (possible)
endless loop while (1)
inherent non-terminating loop intended

out-of-bounds char a[UPLIM] ;for (i=0;i<UPLIM;i++)strcmp (a+ii, “myStr");
access exceeds valid memory by 4 bytes

provoked unintended access of invalid memory, (possibly), no consequences !
Invalid use of unsigned int a,b; int c; if (b!=0) a=-a; c=a;
minus ops loss of MSB, replaced by sign bit
provoked conversion of a positive number into a negative, no consequences in this case!
Tool overloading struct TyMyStruct {int elem}; struct TyMyStruct myData;
void myFunc (int elem) { myData.elem=elem; return;}
induced no name conflict !
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